Complete Surveillan:

FixWindows 7BlackJack Server Boot Issue after Windows Update(KB4512506)isinstalled

Overview

1. Blackjackservers with Windows 7 Embedded will not boot after Windows August 2019 Monthly Rollup Update
KB4512506 was installed.

2. AftertheKB4512506 updateisinstalled, Windows will notbootand display one of these message

windows Boot Manager

A recent hardware or software change might have installed a file that is
inco ctly or damaged, or that might be malicious software from an unkn

source.

If you have a w installation disc, insert the disc and restart
computer. Click "Repair your computer," and then cho a recovery to

to start windov you can investigate further, press the ENTER key
DOt menu, re F8 for Advanced Boot Optiol and elect L3
If you understand why the digital signature cannot be verified and
art windows without this file, temporarily disable driver signature
\windows\system32\winload.ef1

status: 0Oxc0000428

Info: windows cannot verify the digital signature for this file.

ENTER=Continue ESC=EXit

Windows Boot Manager

A recent hardware or software change might have installed a file that is signed
incorrectly or damaged, or that might be malicicus software from an unknown
saurce.

If you have a windows installation disc, insert the disc and restart your
computer. Click "Repair your computer," and then choose a recovery tocl

Otherwise, to start Windows so you can investigate further, press the ENTER key
to display the boot menu, press F8 for Advanced Boot Options, and select Last
Known Good. If you understand why the digital signature cannot be verified and
want to start Windows without this file, temporarily disable driver signature
enforcement.

File: \windows\system32\winload.exe

status: 0xc0000428

Info: Windows cannot verify the digital signature for this file.

ENTER=Continue ESC=EXit

3. Refertothe Known Issues on the https://support.microsoft.com/en-us/help/4512506/windows-7-update-
kb4512506
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4. Theupdateforcesthe Windows boot manager to only allow SHA-2 digital signature so the files with SHA-1
digital signature cannot be loaded.

Solution
Follow the steps below to restore the working boot files.
Requirement: USB Flash Drive 8GB or 16B (all the data will be deleted)

Step 1: Prepare to create bootable USB Flash Drive
1. Download FIX-WINLOAD.ISO and rufus.zip from https://tsftp2.dwcc.tv/Blackjack/FixWinload- Win7/

Step 2: Create bootable USB Flash Drive
1. Unzip/Extract Rufus.zipand run Rufus-3.6.exe.

,:4?,' rufus-3.6

2. Insertformatted USB Flash Drive (Preferably8GB or 16GB) - No other USB drives should be inserted.

3. Select flash drive from drop down menu
4. Browse to Fixwinload-win7.iso

5. Click start button

Drive Properties

Device
FIX-WIMLOAD (E:) [4GB] - I

Boot selection l

[FoeWINLOADISO -

Partition scheme Target system
[GpT - [UEFL (non Csv) Bk

=7 Show advanced drive properties

Format Options

Volume label

FI¢-WINLOAD
File system Cluster size
[FaT22 - [4096 bytes (Defautt) -

=7 Show advanced format options

Status
READY
@ O = ¢I staRT_ | [ close |
[ Start the formatting
Using image: FI{-WINLOADISO operation,
This will DESTROY any data
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6. Click OK for DATA loss warring pop up
Rufus

. WARNING: ALL DATA ON DEVICE 'FLX--WINLOAD (E:) [4GB]' WILL BE
s lé. DESTROYED.
To continue with this operation, click OK. Te quit click CANCEL,

| ﬂ ! oK I Cancel

7. Once status bar shows “Ready” click close button

Drive Properties

Device

[ FIX-WINLOAD (E) [4GB] -]
Boot selection

[Fx-winLOADISO -] @ [ seect |
Partition scheme Target system

[apT - [ UEFT (non csM -7

=7 Show advanced drive properties

Format Options

Volume label
FL{-WIMLOAD
File systermn Cluster size
[FaT22 -| [4096 bytes (Defauly -|

“” Show adwvanced format options

Status
® O = G 5
v,

1 device found 00:02:54

8. Insert bootable USB Flash drive to the BlackJack NVR.
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Step 3: Boot using USB Flash Drive
1. Turnonthe BlackJack NVR. (if it’s already on, turn off first then turn it on)
2. While the Digital Watchdog logo is showing, press [F7] for the CUBE and [F11] for the P-Rack on the keyboard
while booting. (continuously tap [F7] for Cube and [F11] for P-Rack until password prompt is shown)
3. Enter password on the prompt. (password = admin)

4. Selectthe USB Flash drive as boot device. (select the one starting with UEFI)
* The list of boot devices and the name of the USB drive will differ on your system

ct boot device:

0 1100)

Step 4: Open Command Prompt
1. Choose keyboard layout(US)

Choose your keyboard layout

e US = Armenian Phonetic

= Albanian = Armenian Typewriter

= Arabic (101) * Armenian Western (Legacy)
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2. Click Troubleshoot
Choose an option

Continue Turn off your PC

Exit and continue to Windows l
Embedded Standard

Use a device

Use a USB drive, network connection,
or Windows recovery DVD

Troubleshoot
R%&t your PC or see advanced options

3. Click Command Prompt

System Restore Command Prompt
Use a restore point recorded on your Use the Command Prompt for

System Image Go back to the
Recovery ﬁ previous version

Recover Windows using a specific
system image file

Startup Repair

Fix problems that keep Windows from

loading
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Step 5: Access the USB Flash drive
1. Type diskpart and press [Enter]
2. Type list volume and press [Enter]
3. Verify the drive letter(Ltr) of the USB Flash drive labeled “FIX-WINLOAD"

BN Administrator: X:\windows\system32\cmd.exe

icrosoft Windows [Version 10.06.16299.125]

tindows

DISKPART> list wc
Volume ###

Hidden

DISKPART>
Leaving DiskPart...

X : \windows\syst

4. Type exit and press [Enter] to exit from DISKPART.

Step 6: Run batch file to update the boot files.
1. Move to the USB Flash drive by type the drive letter followed by : and press [Enter]
e.g. from above image, the drive letter is E, so type e: and press [Enter]
2. Type fixwinload and press [Enter]
3. Enter the number corresponding to the BlackJack server model and press [ENTER]

=
=

5. Close the Command Prompt by clicking X on the upper right hand corner.
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Step 7: Boot to Windows 7
1. Click Continue to boot to Windows 7

Choose an option

Continue Turn off your PC

Exit and continue to Windows l
Embedded Standard

Use a device
Use a USB drive, network connection,
or Windows recovery DVD

2. Remove the USB Flash drive.

Post Process
1. Disable Windows Update

- Goto control panel, open Windows Update
- Click Change settings

@@v!@ » Control Panel » All Control Panel tems

Control Panel Home

Windows U
Check for updates

Change settings

View update history 1:.0

Restore hidden updates

Updates: frequently asked
questions

- Change the Important Update option to “Never Check for updates”.
- Uncheck “Give me recommended updates the same way I receive important updates”
- Uncheck “Allow all users to install updates on this computer”
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Choose how Windows can install updates

When your computer is onling, Windows can autematically check for important updates and install them
using these settings, When new updates are available, you can also install them before shutting down the
computer,

How does automatic updating help me?

Important updates

|@| [Never check for updates (not recommended) -

Install new updates: | Every day at |3:00 AM
Recommended updates
[7] Give me recommended updates the same way I receive important updates
Who can install updates

[] Allow all users to install updates on this computer

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement cnline.

* Onthe BlackJack NVR, Windows Updates were not configure to download and install automatically from the
factory due to the unforeseen and unexpected issues the Windows Updates can cause to the performance of the
system and DW Spectrum.
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