Complete Surveill:

Fix Windows 7 BlackJack Server Boot Issue after Windows Update(KB4512506) is installed

Overview

1. Blackjack servers with Windows 7 Embedded will not boot after Windows August 2019 Monthly Rollup Update
KB4512506 was installed.

2. After the KB4512506 update is installed, Windows will not boot and display one of these message

windows Boot Manager

A recent ha /are or ware change might have installed a file that is signed
incorrectly o 0 that might be maliciou software from an unkn

install disc, insert the d

“Repair your ter,"” and then c

t windows e ~ily disable driver s-ignature

File: \windows\system32\winload.ef1i

Status: 0xc0000428

Info: windows cannot verify the digital signature for this file.

ENTER=Continue ESC=EXit

Windows Boot Manager

A recent hardware or software change might have installed a file that is signed
incorrectly or damaged, or that might be malicious software from an unknown
source.

If you have a windows installation disc, insert the disc and restart your
computer. Click "Repair your computer," and then choose a recovery tool.

Otherwise, to start wWindows so you cah finvestigate further, press the ENTER key
to display the boot menu, press F8 for Advanced Boot Options, and select Last
Known Good. IT you understand why the digital signature cannot be verified and
want to start windows without this file, temporarily disable driver signature
enforcement.

File: ‘windows\system32\winload.exe

Status: 0xc0000428

Info: windows cannot verify the digital signature for this file.

ENTER=Continue ESC=EXit
3. Refer to the Known Issues on the https://support.microsoft.com/en-us/help/4512506/windows-7-update-
kb4512506
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4. The update forces the Windows boot manager to only allow SHA-2 digital signature so the files with SHA-1
digital signature cannot be loaded.

Solution

Follow the steps below to restore the working boot files.

Requirement : USB Flash Drive 8GB or 16B (all the data will be deleted)

Step 1: Prepare to create bootable USB Flash Drive
1. Download Fixwinload-win7.img and usb-image-tool.zip from https://tsftp2.dwcc.tv/Blackjack/FixWinload-

Win7/

Step 2: Create bootable USB Flash Drive

1. Unzip/Extract usb-image-tool.zip andrun USBImageTool.exe.

[m—

B USE Image Tool exe

2. Insert formatted USB Flash Drive (Preferably 8GB or 16GB)

- No other USB drives should be inserted.

3. Make sure you have only one USB drive listed and the have “Device Mode” is shown.

il USB Image Tool
Device Mode A Device |Favorites| meons' Inta |

=l =lojx]

-
FLASH Drive
SM_USE20
USE Device

G

—
——

Device

Name
Number
Identifier
Hardware 1D
Path

Serial
Location
Size

Volume

Path
Narne
File spstem
Serial

Size

Festore | Feset ‘ Rescan

| Backup ‘

4, Select the USB drive then click Restore
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il USB Image Tool

= -loix|

IDevice Made 'l Device | Favulilesl Dpliunsl Info I

Device
Mame FLASH Drive SM_LUSB20 USE Device
MHumber 3588
Identifier USBSTORMNDISKEVEN_FLASHEPROD_DRIVE_SM_USB208REY 17
Hardware [D USB\ID_D90CEPID_10008REY_1100
Path \WMushstoritdiskiven_flashiprod_drive_sm_usb20%rew 1100#a3162
Serial A316241500000039
Location Port_#0001 Hub_ #0005
Size 1E.147.415.040 Bytes

Yolume
Path [ERS
Mame E1R-RECOVER
File system FAT32
Serial 8057-4325
Size 16.022.216,704 Bytes

— &
Restare Reset Fescan Backup

5. Select the FIX-WINLOAD.img file then click Open.

DOopen

L ———— -

G_ﬁq 8 v DW-CUBE » Downloads »

= | ¢4 ) Seorch Downloads

Organize » MNew folder

”
it Favorites [T

M Desktop
& Downloads

%0 Recent Places

) usbit
6] FIX-WINLOAD

4 Libraries
i Documents
o Music
i=/ Pictures

B Videos

/M Computer
& system (C)
- DW Media (D) —
= DW Media (E9)
=a DW Media (F:)
- FIX-WINLDAD (G ™

File name: FIX-WINLOAD

Type Size

Date modified

PM File folder
8/23/2019 6:08 PM

Disc Image File 3,932,160 KB

2
e Ol @

*  Image files (*.img; “.ima} M

open  |v Cancel
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6. Click yes to restore image to USB drive.

Do you want to restore image 'C:\Users\CUBE\Downloads\FIX-WINLOAD.img' to
'FLASH Drive SM_USB20 USE Device (G:\)'?

[ Device Mode =] [ Device [Favontes | Options [ Log | Detg [ Info
Device
- — MHame FLASH Drive SM_USB20 USE Device
FLASH Drive General UDisk Mumber 2516
SM_UsSEZ USE Der
- e |dentifier USBSTOR\DISKAVEN_FLASHSPROD_DRIVE_SM_USB208REV_1
Hardware D USB\WID_0SOCAPID_10008REV_1100
Path \\Pushstorfidiskven_flashiprod _dive_sm_ush204rev_1100£71183
Serial 7¥118351100000055
Location Port_#0004 Hub_=0001
Size 16,035.018.496 Bytes
Volume

Path G\
Mame FIX-WINLOAD
File system FATI2
Serial EBD&-3FDE
Size 16,005,439, 488 Bytes
Free 16,005,435,352 Bytes

Restoring image (9%) %

| Carcel

5. When completed, insert bootable USB Flash drive to the BlackJack NVR.

Step 3: Boot using USB Flash Drive
1. Turn on the Blacklack NVR. (if it’s already on, turn off first then turn it on)

2. Press [F7] on the keyboard while booting. (continuously tap F7 until password prompt is shown)
3. Enter password on the prompt. (password = admin)

4. Select the USB Flash drive as boot device. (select the one starting with UEFI)
* The list of boot devices and the name of the USB drive will differ on your system
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0 1100)

Step 4: Open Command Prompt
1. Choose keyboard layout (US)

Choose your keyboard layout

- US = Armenian Phonetic

= Albanian = Armenian Typewriter

= Arabic (101) = Armenian Western (Legacy)
2. Click Troubleshoot

Choose an option

Continue Turn off your PC

Exit and continue to Windows
Embedded Standard

Use a device

Use a USB drive, network connection,
or Windows recovery DVD

Troubleshoot

Q‘}e' your PC or see advanced options
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3. Click Command Prompt

Advanced options

System Restore
Use a restore point recorded on your
PC to restore Windows

System Image Go back to the
Recovery previous version

Recover Windows using a specific
system image file

Startup Repair

Fix problems that keep Windows from

loading

Step 5: Access the USB Flash drive
1. Type diskpart and press [Enter]
2. Type list volume and press [Enter]
3. Verify the drive letter(Ltr) of the USB Flash drive labeled “FIX-WINLOAD”

N Ad XAwindows\system32\cmd. exe

4. Type exit and press [Enter] to exit from DISKPART.
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Step 6: Run batch file to update the boot files.

1. Move to the USB Flash drive by type the drive letter followed by : and press [Enter]

e.g. from above image, the drive letter is E, so type e: and press [Enter]

2. Type fixwinload and press [Enter]
3. Cofirm 4 files are copied.

Step 7: Boot to Windows 7
1. Click Continue to boot to Windows 7

Choose an option

Continue

Exit and continue to Windows I
Erﬂbedl%ed Standard

Use a device

Use a USB drive, network connection,
or Windows recovery DVD

Troubleshoot

Reset your PC or see advanced options

2. Remove the USB Flash drive.

Post Process
1. Disable Windows Update

- Go to control panel, open Windows Update
- Click Change settings
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@@vlf_, b Control Panel » All Control Panel Iterns

Contral Panel Home

Windows U
Check for updates

Change settings .
View update history |g)
Restore hidden updates =

Updates: frequently asked
guestions

- Change the Important Update option to “Never Check for updates”.
- Uncheck “Give me recommended updates the same way | receive important updates”
- Uncheck “Allow all users to install updates on this computer”

Choose how Windows can install updates

When your computer is onling, Windows can automatically check for impertant updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates
|@' INEVEF check for updates (not recommended) -
Install new updates: | Every day at |3:00 AM

Recommended updates
[7] Give me recommended updates the same way I receive important updates
Who can install updates

[T] Allow all users to install updates on this computer

MNote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online,

* On the Blacklack NVR, Windows Updates were not configure to download and install automatically from the
factory due to the unforeseen and unexpected issues the Windows Updates can cause to the performance of
the system and DW Spectrum.
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